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SECTION A 

1. Give a short note on Gold Nanoparticles (GNPs) & ANANYA. (8 marks) 

National Centre for Polar and Ocean Research and the Goa University has successfully 

synthesized GNPs using psychrotolerant Antarctic bacteria. 

• Nanoparticles (NP) are defined as particles that range in size from 1 to 100 nm at least in 

one dimension. NPs have a high surface-to volume ratio that enables them to possess 

unexpected optical, physical and chemical properties. 

• GNP’s biocompatibility, high surface area, stability, and nontoxicity make them suitable for 

various applications in therapeutic use including detection and diagnosis of diseases, bio-

labelling, and targeted drug delivery. 

• GNPs are also found to be useful in the electronics industry 

ANAYA is a Nano-technology based disinfectant spray to combat COVID-19 by disinfecting all 

types of surfaces. 

• It adheres very effectively to fabric, plastic and metallic objects, and its toxicity to humans 

is negligible. 

• It is water based spray and will be effective for more than 24 hours after spray. 

• Developed by: Defence Institute of Advanced Technology, a Deemed University, Pune 

2. Write a short note on Mars 2020 Mission. (8 marks) 

The Mars 2020 Perseverance Rover will search for signs of ancient microbial life, which will 

advance NASA's quest to explore the past habitability of Mars. The rover has a drill to collect 

core samples of Martian rock and soil, and then store them in sealed tubes for pickup by a 

future mission that would ferry them back to Earth for detailed analysis. Perseverance will 

also test technologies to help pave the way for future human exploration of Mars. 

Under this, NASA’s Perseverance rover will seek signs of ancient life and collect rock and soil 

samples for possible return to Earth. It will land in Jezero Crater on Mars. 

• The rover is equipped with specialised equipment to collect data, analyse weather 

conditions that can help plan for future human missions. 

• It will carry a unique instrument, MOXIE or Mars Oxygen ISRU Experiment, which for the 

first time will manufacture molecular oxygen on Mars. 

• The mission also includes the Ingenuity Mars Helicopter. Ingenuity will be the first aircraft 

to attempt controlled flight on another planet. 
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• Ingenuity is intended to demonstrate technologies needed for flying in the Martian 

atmosphere. If successful, these technologies could enable other advanced robotic flying 

vehicles that might be included in future robotic and human missions to Mars. 

3. Give a short note on Light Detection and Ranging (LiDAR). (8 marks) 

 

LiDAR is a remote sensing technology that uses light in the form of a pulsed laser to measure 

ranges (distances) to a target. 

These light pulses—combined with other data recorded by the airborne system— generate 

precise, three-dimensional information about the shape of the Earth and its surface 

characteristics. It is similar to radar and sonar (that use radio and sound waves, 

respectively). 

A lidar instrument principally consists of a laser, a scanner, and a specialized GPS receiver. 

Airplanes and helicopters are the most commonly used platforms for acquiring lidar data 

over broad areas. Lidar systems allow scientists and mapping professionals to examine both 

natural and manmade environments with accuracy, precision, and flexibility. 

Applications: Land management and planning efforts, including hazard assessment, forestry, 

agriculture, geologic mapping, and watershed and river surveys etc. 

India uses LiDAR for road construction projects, in Indian railways, agriculture etc. 

4. Recently, Global magnetic field of Sun’s corona was measured for the first time. 

Give a brief highlights about Corona and about this study. (8 marks) 

Corona is the outermost layer of the Sun's atmosphere, consisting of hot, diffuse, and 

highly ionized plasma. Sun’s magnetic field governs many aspects of the Sun's behaviour 

such as 11-year solar cycle, solar eruptions etc. 

Till now, solar magnetic fields were measured only at Sun’s surface (photosphere). 

Magnetic field information of whole atmosphere of sun is required to understand the 

interplay between solar plasma and magnetic field. 
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• Researchers used a technique known as coronal seismology or magneto seismology to 

measure the coronal magnetic field. 

This method uses magnetic waves, known as Alfvén waves, that are observed to travel along 

with the magnetic fields. This study is first time that a global map of the coronal magnetic 

field has been obtained. 

 

Study will help in understanding 

Reasons which causes corona to heat up, though the photosphere is cooler than the interior. 

Core of the Sun is at about 15 million degrees, photosphere is a mere 5700 degrees hot and 

corona is at one million degrees or more. Mechanisms of eruptions of the Sun, such as solar 

flares and coronal mass ejections. 

5. Recently, Science and Engineering Research Board (SERB) launched ‘Accelerate 

Vigyan’ scheme to push scientific research. Explain in brief about the scheme and 

its components. (8 marks) 

About ‘Accelerate Vigyan’ scheme 

The scheme is to boost high-end scientific research and prepare scientific manpower that 

can venture into research careers by identifying research potential, mentoring, training and 

giving hands-on workshops on a national scale. 

Components of AV scheme: 

o ABHYAAS: To enable and groom potential PG/PhD students by developing their research 

skills in selected areas across different disciplines or fields. 
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It has two components: High-End Workshops (KARYASHALA) and Research Internships 

(VRITIKA). 

o SAMMOHAN programme: To encourage, aggregate and consolidate all scientific 

interactions in the country under one common roof. 

It has two parts: ‘SAYONJIKA’ to catalogue capacity building activities in science and 

technology supported by all government funding agencies and ‘SANGOSHTI’ to facilitate the 

scientific community to establish an interaction with other individuals and research groups 

to enhance knowledge exchange. 

• It will seek to garner the social responsibility of the scientific community in the country and 

is expected to promote R&D in India. 

6. How does rapid urbanization increases the vulnerability to major disasters? 

Explaining with examples, suggest measures to develop disaster-resilient cities. (8 

marks) 

The 2018 Revision of World Urbanization Prospects, released by the UN Department of 

Economic and Social Affairs, projects India’s urban population to rise to 52.8% in 2050. 

Indian cities are vulnerable to many natural and man-made disasters such as – earthquakes, 

urban flooding, epidemics, terrorist attacks, cyber-attacks, etc. 

Urban India is especially vulnerable because: 

• Unplanned and rapid urbanization has led to congestion, which increases the chance of 

mass casualties. 

• Poor enforcement of disaster-resilient building standards and codes. 

• Location of critical infrastructure in urban areas that may get crippled. 

• Concretization and encroachment of wetlands and the drainage systems leading to 

increasing water run-off, floods and urban heat island etc. For example, the Uttarakhand 

floods of 2013 and Chennai floods of 2015. 

• Location in high-risk seismic zones, coastal areas and other disaster vulnerability. 

Disaster resilience is the ability of the society to withstand the disaster without incurring 

massive loss and damage. The measures to develop disaster resilient cities are: 

• Risk and hazard mapping by using an urban risk assessment framework. 

• Mitigate risk by planning critical and multipurpose safe and resilient infrastructure 

• Develop a risk-financing scheme to provide immediate liquidity in the aftermath of 

disasters and to build financial resilience, e.g. Sri Lanka 

• Build strong institutions at the local level with focus on capacity building and adequate 

delineation of powers and responsibilities. 
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• Collect, share, and disseminate disaster data among organizations and public alike. 

• Strict enforcement of land zoning, building standards and encroachment policies. 

7. Identify the factors that make India vulnerable to drug trafficking? Also discuss 

the key steps taken to deal with it in our country. (8 marks) 

Drug trafficking is a global illicit trade involving the cultivation, manufacture, distribution and 

sale of substances which are subject to drug prohibition laws. 

India’s vulnerability 

• Location: According to Indian investigating agencies, India is vulnerable to drug trafficking 

because of its location between two largest opium producing regions of the world: 

o Golden Crescent in west – Pakistan, Afghanistan and Iran 

o Golden Triangle – Myanmar, Laos and Thailand 

• New routes: Closing of the traditional Balkan route via Iran during the Iran-Iraq war (1980-

1988) led to the rerouting of drugs through India 

• Existing Networks: The pre-existing network of bullion smugglers along the border region 

and the involvement of criminal networks in drug smuggling in the mid-1980s further 

facilitated the smuggling of drugs. 

• Internal Disturbances: The outbreak of the militancy in Punjab and Kashmir since the 

1980s also contributed to the cause as militants smuggled in drugs to finance their activities. 

• Porous Borders: the existence of traditional smuggling routes and a porous border 

provided congenial conditions for drug trafficking, especially with Nepal and North Eastern 

states. 

• Demand: Last three decades has witnessed a growing demand of drugs, especially in NE 

states and Punjab. 

Steps to deal with the issue 

To address the menace of drug trafficking, India has adopted a comprehensive approach of 

reducing supply as well as demand for narcotics and drugs. The plan has 4 key elements: 

• Legislation: Narcotics Drugs and Psychotropic Substances Act (NDPS) was enacted in 1985. 

The act prohibits cultivation, manufacturing, transportation, export and import of all 

narcotics drugs and psychotropic substances except for medicinal and scientific purposes 

and as authorized by the government. Besides this, government also enacted Prevention of 

Illicit Traffic in Narcotic Drugs and Psychotropic Substances Act in 1988, which allows 

detention of persons suspected to be involved in illicit trafficking of drug 
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• Physical security of borders and coasts: India has erected fences along its international 

borders and coastal police stations have also been established. It has also strengthened 

surveillance and added personnel at the border. 

• Cooperation with neighbours: The Bilateral agreements were signed with Afghanistan 

(1990), Bangladesh (2006), Bhutan (2009), Myanmar (1993), and Pakistan (2011) to counter 

drug trafficking. 

• Co-operating with voluntary organizations: As they complement the government’s efforts 

by spreading awareness, as well as by assisting in de-addiction treatments and reintegration 

of drug dependents into the societal mainstream. 

8. What is Automatic Exchange of Information (AEOI) Regime? Explain in brief (8 

marks) 

Banking details of Indians with accounts in Switzerland will be available to tax authorities as 

the automatic exchange of information regime kicks off between the two countries. 

In 2016, India and Switzerland had signed an information-sharing deal on bank accounts, 

which was to come in effect from September 2019. Both countries intend to start collecting 

data in accordance with the global AEOI standard in 2018 and to exchange it from 2019 

onwards. 

About AEOI 

 This automatic exchange of information (AEOI) is to be carried out under the 

Common Reporting Standard (CRS), the global reporting standard for such exchange 

of information. 

 It takes care of aspects such as confidentiality rules and data safeguards. 

 The CRS has been developed by the Organisation for Economic Cooperation and 

Development (OECD). 

 Under the agreement, India will not receive information on bank accounts prior to 

2018. 

 Under the agreement both jurisdictions will inform each other of any relevant 

developments in respect to the implementation of the OECD Common Reporting 

Standard in their respective domestic laws. 

 Each jurisdiction confirms that it has informed the other jurisdiction about the 

modalities made available to persons making a voluntary disclosure of their financial 

assets. 

Benefits of the regime 



 
Mock Paper#7_UPPSC Mains Test Series 2020_Model Answers 

 

For any query, please WhatsApp/call us @ 7390023092 

 In 2018, data from Zurich-based Swiss National Bank (SNB) had shown that after 

declining for three years, money parked by Indians in Swiss Banks rose 50 per cent 

to CHF (Swiss Franc) 1.02 billion (Rs 7,000 crore) in 2017 over the previous year. 

 The step is likely to shed more light on the wealth Indians have stashed away in 

Swiss bank accounts, for so long governed by strict local rules of secrecy. 

 It is a significant step in the government’s fight against black money and the era of 

“Swiss bank secrecy” will finally be over. 

9. Write a short note on Financial Action Task Force (FATF) and recent action on 

Pakistan. (8 marks) 

FATF is an inter-governmental body established in 1989 by the Ministers of its Member 

jurisdiction The FATF is a “policy-making body” which works to generate the necessary 

political will to bring about national legislative and regulatory reforms in these areas. 

The objectives of the FATF are to set standards and promote effective implementation of 

legal, regulatory and operational measures for combating money laundering, terrorist 

financing and other related threats to the integrity of the international financial system 

The FATF has developed a series of Recommendations that are recognised as the 

international standard for combating of money laundering and the financing of terrorism 

and proliferation of weapons of mass destruction 

The FATF monitors the progress of its members in implementing necessary measures, 

reviews money laundering and terrorist financing techniques and counter-measures, and 

promotes the adoption and implementation of appropriate measures globally. The FATF’s 

decision-making body, the FATF Plenary, meets three times per year. 

FATF action on Pakistan 

1. The Financial Action Task Force (FATF) has unanimously agreed to put into effect its 

February decision to place Pakistan in the greylist for inaction against terror funding 

2. It has laid out a 10-point action plan for compliance with its guidelines 

3. Pakistan’s failure in implementing the elaborate action plan may result in it being 

included in the blacklist next year 

10. What are Deep Fakes and associated Threats with it? (8 marks) 

Cybercrime officials in India have been tracking certain apps and websites that produce 

vulgar photographs of innocent persons using Artificial Intelligence (AI) algorithms. These 

images are then used to blackmail victims, seek revenge or commit fraud on social 

networking and dating sites. 

About Deep Fake 
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 Cybercriminals use AI software — now easily available on apps and websites — to 

superimpose a digital composite (assembling multiple media files to make a final 

one) on to an existing video, photo or audio. 

 They are computer-generated images and videos. 

 Using AI algorithms a person’s words, head movements and expressions are 

transferred onto another person in a seamless fashion. 

 That makes it difficult to tell that it is a deepfake unless one closely observes the 

media file. 

Threats posed 

 Because of how realistic deepfake images, audio and videos can be, the technology 

is vulnerable for use by cybercriminals who could spread misinformation to 

intimidate or blackmail people. 

 With real-time face tracking it is becoming easier to fabricate believable videos of 

people doing and saying things they never did. 

 There are rising cases of “revenge porn” i.e. creation of sexually explicit videos or 

images that are posted on the Internet without the consent of the subject as a way 

to harass them. 

 

SECTION B 

1. Recently, centre has released ‘Guidelines for Evaluation of Nano-based Agri-

input and food products’ in India. Write its objective, key features, and benefits of 

Nanotechnology in agriculture. (12 marks) 

Highlights of the guidelines 

Objectives: 

a) To help researchers in development of products for agriculture and human 

consumption. 

b) To help regulators to assess quality and safety of nano based agriculture and food 

products. 

c) To encourage Indian innovators and industries to develop new nano-based 

formulations and products in these sectors. 

Key features of the Guidelines: 

 They apply to Nano-Agri-Input Products (NAIPs), Nano-Agri Products (NAPs) and 

nano composites, sensors made from Nanomaterials that require direct contact 

with crops, food and feed for data acquisitions. 
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 They do not apply to the conventional products or formulations with incidental 

presence of natural nanomaterials. 

 Provides for regulation of NAIPs and NAPs under which Safety, efficacy, 

functionality, toxicity and other quality data should be conducted under: 

o Fertiliser (Control) Order, 1985, the Essential Commodities Act, 1955, 

Insecticides Act 1968, 

o Food and Drug Administration guidelines, Food Safety and Standards Act, 

2006, 

o Cattle Feed (Regulation of Manufacture and Sale) Order, 2009 

o Food Safety and Standards Authority of India (FSSAI). 

 It provides for safeguards to ensure Human health safety, Environmental safety, 

Occupational health safety and waste disposal etc. 

 Implementation of standards should be conducted as per Bureau of Indian 

Standards (BIS). 

 They do not apply to the conventional products or formulations with incidental 

presence of natural NMs. 

Benefits of Nanotechnology in agriculture 

o Reduce nutrient run off: Compared to bulk form of chemical inputs in crops, use of nano-

nutrients can reduce nutrient run-off into ground water and thus can reduce environmental 

pollution. 

o Increase productivity: It helps to increase plant productivity and better crop protection for 

meeting requirements of providing food to growing population. 

o Increase soil fertility: In the agri-food areas pertinent applications of nanotubes, fullerenes, 

biosensors, controlled delivery systems, nanofiltration, etc. proved to be as good in 

resources management of agricultural field, drug delivery mechanisms in plants and helps to 

maintain the soils fertility. 

o Sustainable agriculture: Nano-based Agri-input and food products in India’ will pave the 

way for significant benefits for our mission on Doubling Farming Income by 2022 and 

National Mission on Sustainable Agriculture. 

2. Government of India has created Indian National Space Promotion and 

Authorization Centre (INSPACe). Give detail about INSPACe and benefits too. (12 

marks) 

Government of India has created Indian National Space Promotion and Authorization Centre 

(INSPACe) to boost private sector participation in entire range of space activities. 

About IN-SPACe 

• It is the new entity of the Department of Space which will have its own chairperson and 

board. 
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o It will regulate and promote building of routine satellites, rockets and commercial launch 

services through Indian industry and startups. 

o It will have its own directorates for technical, legal, safety and security, monitoring and 

activities promotion. 

• It will act as an interface between ISRO and private parties, and assess how best to utilize 

India’s space resources and increase space based activities. 

o It will function autonomously and parallel to ISRO. 

Indian Space Research Organisation (ISRO) will remain the basic body that decides what 

missions are to be undertaken but IN-SPACe will help fill the gaps. 

• It is the second space organisation created by the government in the last two years. The 

first one was New Space India Limited (NSIL) after it was announced in 2019 Budget. 

Key Benefits of IN-SPACe: 

o It will provide a level playing field for private companies to use Indian space infrastructure. 

o It will also hand-hold, promote and guide the private industries in space activities through 

encouraging policies and a friendly regulatory environment. 

o It will assess the needs and demands of private players, including educational and research 

institutions, and, explore ways to accommodate these requirements in consultation with 

ISRO. 

o It aims to empower private companies in creation of launch vehicles and launch pads with 

technological input and consultation from ISRO. 

o It will allow ISRO to allocate more time and resources for R&D endeavours. 

o It will also enhance the socio-economic use of space assets and activities, including 

through improved access to space assets, data and facilities. 

3. Recently, India joined Global Partnership on Artificial Intelligence (GPAI) as a 

founding member. What is GPAI? What are the other initiatives taken by India for 

development for AI? (12 marks) 

GPAI is multi-stakeholder international partnership to promote responsible and human 

centric development and use of AI, grounded in human rights, inclusion, diversity, 

innovation, and economic growth. 

• Other members include USA, UK, EU, Australia, Canada, France, Germany, Italy, Japan, 

Mexico, New Zealand, Republic of Korea, Singapore and Slovenia. 

• This is a first initiative of its type for evolving better understanding of the challenges and 

opportunities around AI using the experience and diversity of participating countries. 
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• GPAI will be supported by a Secretariat, to be hosted by Organization for Economic 

Cooperation and Development (OECD) in Paris, and by two Centers of Expertise- each in 

Montreal and Paris. 

• By joining GPAI, India will be able to participate in global development of Artificial 

Intelligence, leveraging upon its experience around use of digital technologies for inclusive 

growth. 

Other Initiatives taken by India for development of AI 

• National AI Strategy: NITI Aayog led initiative with a view to guiding the research and 

development in new and emerging technologies. 

• National AI Portal: Jointly run by National e-Governance Division of Ministry of Electronics 

and IT and NASSCOM as a One stop digital platform for AI related developments in India, 

sharing of resources such as articles, startups, investment funds in AI, resources, companies 

and educational institutions related to AI in India. 

• Responsible AI for Youth Program : launched by National e-Governance Division, to give 

young students a platform and empower them with appropriate new age tech mind-set, 

relevant AI skill-sets and access to required AI tool-sets to make them digitally ready for 

future. 

4. What is convalescent plasma therapy and therapeutic plasma exchange? How to 

collect and suitable donor? What amount of dose needed? (12 marks) 

Convalescent plasma treatment involves injecting the COVID-19 patient with convalescent 

sera of people who recovered from the infection recently. The patient cured of the disease 

will have antibodies that drive coronavirus away, says the report of the WHO-China Joint 

Mission on COVID-19. 

Meaning of convalescent sera for COVID-19 and how does it act 

The serum of COVID-19 cured individuals will have virus-neutralising antibodies which will 

act as a passive antibody therapy. It is called convalescent sera of COVID-19. 

Collection of convalescent sera 

We can collect it in two ways: 

(i) Using routine blood withdrawal followed by centrifuge technique. Here we can collect 

180 ml to 220 ml of convalescent sera and we can store it in -60 degree C up to one year. 

(ii) Using aphresis machine/cell separator machine, we can collect even 600 ml of 

convalescent sera at one time and safely store for a year. 

Suitable candidate to receive convalescent sera of COVID-19 
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Those who are suffering from SARS-CoV-2 infection with moderate/severe sepsis with or 

without ventilator support. 

Dose, frequency and duration of convalescent sera 

At present, there is no available literature in the World. Based on our previous experience 

(more than 5 years in hepatitis B virus), I would recommend 180 ml to 220 ml of 

convalescent sera of COVID 19, once a day for a minimum three to five consecutive days. 

Meaning of therapeutic plasma exchange 

The process of removal of abnormal substances from circulation which are either present in 

plasma or are tightly bound to plasma proteins is known as therapeutic plasma exchange. In 

COVID-19 patients, their plasma will contain enormous inflammatory mediators which cause 

severe lung injury. 

5. What is cloning technology? Explain briefly about the benefits, ethical issues and 

dangers involved in its use. (12 marks) 

Cloning is a technique wherein genetically identical organisms are produced. Clones can 

happen naturally like identical twins or they can be made in the lab. In biotechnology, 

cloning refers to processes used to create exact copies of DNA fragments (molecular 

cloning), cells (cell cloning), or organisms. 

In multi-cellular organisms, every single cell contains (except gametes, i.e., sperms and egg) 

the same set of chromosomes, and therefore the same genetic information. A whole plant 

can be regenerated from cells derived from any part of a fully grown plant. 

Some Benefits of Cloning are: 

• Cloning can prove to be a proper solution for infertility. 

• If any person losses any important part of the body that part can be replaced by way of 

cloning. Such an organ culture may solve transplantation problems. 

• Therapeutic human cloning can facilitate regenerative medicine a lot, as it can provide the 

cells which are identical generically and are required for the purpose of this kind of 

medicine. 

• Application of the stem cell can treat any kind of illness significantly. 

• Extinct and endangered animals/plant species can be cloned to maintain and conserve 

biodiversity. 

Ethical Issues concerning Cloning are: 

• It is feared that attempts to clone humans may lead to cloning of eminent personalities or 

anti- social people for criminal activities. 



 
Mock Paper#7_UPPSC Mains Test Series 2020_Model Answers 

 

For any query, please WhatsApp/call us @ 7390023092 

• Cloning cannot produce children like the children of genetically identical twins. Variations 

in traits are bound to appear. 

• When organisms are created by cloning from somatic cells of the adult, the longevity of 

the newborn, disease tolerance capacity are some criteria to be considered. 

• Cloning also leads to wastage of egg cells. 

Dangers of Cloning: 

• It can destroy social institutions like marriage, kinship, etc. 

• It can be misused for racial reasons to produce sub-humans, or to produce cloned armies 

which can endanger world peace. 

• It can be exclusively used for the production of human organs for transplantation. 

• Since regulating research in human cloning and enforcing laws regarding it is very difficult, 

it can be misused for private ends disregarding social institutions. 

It does not generate diversity, so it is likely to restrict the human genetic poll, and therefore 

interfere with the natural selection, which may seriously affect man as an evolutionary 

species. 

6. While mentioning the objectives of the Arms Trade Treaty (ATT), discuss the 

challenges which are hindering the utilization of the ATT to its full potential. (12 

marks) 

Conventional weapons are used to wage war and contribute to immeasurable human rights 

violations. 

Therefore, the Arms Trade Treaty (ATT), adopted in 2013, was approved by the 193-member 

U.N. General Assembly. It is the first international legally binding treaty to control the 

transfers of conventional arms. Following are the objectives of ATT: 

Establish the highest possible common international standards for regulating or improving 

the regulation of the international trade in conventional arms; 

Prevent and eradicate the illicit trade in conventional arms and prevent their diversion to 

ensure: 

o International and regional peace, security and stability; 

o Reduction in human suffering; 

o Cooperation, transparency and responsible action by State Parties in the international 

trade in conventional arms, thereby building confidence among State Parties. 

Even after five years of its implementation, governments have failed to utilize the ATT to its 

full potential because of the following challenges: 
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National legislation: Countries are particularly conscious of the legally binding nature of the 

ATT and do not seem willing to proceed with ratification/accession until its text is fully 

analyzed against the national legislation. For example, countries like USA, Israel, UAE, etc. 

have signed the treaty but have not ratified it yet. 

Regional security: In some cases, unstable regional security influences a country's 

willingness to join a treaty that has the potential to limit its ability to transfer arms. For 

example, countries like North Korea, Iran and Syria are in opposition to the treaty. 

Limited inter-agency cooperation: This problem results from a combination of multiple 

factors like lack of established formal guidelines for cooperation, lack of adequate formal 

and informal networks among key stakeholders and lack of adequate infrastructure to 

facilitate information sharing and exchange. 

Civil society concerns: Groups concerned about the national sovereignty or individual rights 

to armed defense have been negative towards implementation of ATT. For example, USA 

based groups like National Rifle Association (NRA), the National Shooting Sports Foundation, 

etc. 

India’s specific concerns: 

o India has raised concerns about the treaty not addressing the issue of illicit trafficking and 

use of conventional arms. 

o Also, ATT is not able to ensure a right balance of obligations between exporting and 

importing states. 

o Further, India believes that there is an inherent bias in the treaty towards exporting states 

who can take unilateral measures against importing states without impending 

consequences. 

The above challenges can be effectively addressed through a consensus based multi-

stakeholder approach. Member states of the treaty must ensure that the promise of the ATT 

is not forgotten and that meaningful and effective implementation goes hand-in-hand with 

efforts to mitigate the negative consequences of unregulated and irresponsible arms 

transfers. 

7. Threats to internal security of India may be posed both through the 

communication networks and also to the networks. Discuss. Also, highlight the 

steps taken by the government in making the networks more secure. (12 marks) 

IT Act 2000 considers communication network as a part of critical information infrastructure 

whose incapacitation or destruction can have debilitating impact on national security, 

economy, public health or safety. 

The following factors make vulnerability of communications networks serious: 

 Interconnectedness of sectors 
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 Proliferation of exposure points 

 Concentration of assets 

Therefore, threat to the internal security emanates both through the communication 

network and to it. 

Threats from/through the network: 

 It includes hacking, data theft, cyber-frauds, cyber terrorism with the help of viruses, 

worms, botnets, phishing, etc. This can have adverse effect over government 

systems, business ecosystems and financial institutions such as banks and stock 

exchange. 

 These networks can be used by terrorist groups for communication, transfer of 

funds, radicalization and spreading extremist ideologies. 

Threats to the network: 

 Nation states, non-state actors and individuals can negatively impact data integrity, 

information privacy and network availability of communication networks. 

 Attacks on communication networks endanger the connectivity of other critical 

infrastructures such as civil aviation, shipping, railways, power, nuclear, oil and gas, 

finance, banking, communication, information technology, law enforcement, 

intelligence agencies, space, defence, and government networks. 

However, securing the communication network in India remains a complex task because a 

significant part of hardware and software that make up the communications ecosystem is 

sourced externally, which increases its vulnerability. 

In view of this, the Government of India has taken following steps: 

 Developing security standards such as Telecom Testing and Security Certification for 

equipment and devices; aligning them with global standards & harmonizing the 

existing legal & regulatory framework. 

 Strengthening security testing processes by both establishing comprehensive 

security certification regime & enhancing institutional capacity through domestic 

testing hubs and laboratories with state-of-the art facilities. 

 Formulating a policy on encryption and data retention, by harmonising the legal and 

regulatory regime in India pertaining to cryptography with global standards, as 

applicable to communication networks and services. 

 Facilitating security and safety of citizens by establishing Central Equipment Identity 

Registry for addressing security, theft and other concerns. 

 Facilitating lawful interception of all digital communications with state of the art 

lawful intercept and analysis systems for implementation of law and order and 

national security 

 Increasing awareness amongst users about security related issues concerning digital 

communications networks, devices and services. 
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 Establishing a Security Incident Management and Response System through sectoral 

Cyber Security Incidence Response System (CSIRT). 

 Improving information sharing and coordination between various security agencies, 

including CERT-In and sectoral CERTs as may be necessary. 

8. Stating the significance, discuss the challenges in achieving disaster resilience of 

infrastructure. Suggest some ways for mainstreaming it in the development 

paradigm. (12 marks) 

Disaster resilience of infrastructure (DRI) refers to such an infrastructure, which can 

withstand huge damage from any kind of natural or human induced disaster. It is designed, 

located, built, operated and maintained in a way that maximizes the ability of built assets 

and associated support systems.  

It also helps people that reside or work within the built assets, to withstand, recover and 

mitigate the impacts of extreme hazards. 

Significance of achieving disaster resilience of infrastructure: 

 It is a key component of disaster preparedness. It will help in reducing mortality and 

the number of affected people. 

 It will reduce the disruption in provision of basic social services as well as economic 

and heritage losses. 

 It will minimize the risk to critical structures such as a nuclear power plants, helping 

in preventing another Fukushima type disaster. 

 It will expedite response and recovery efforts in case of disasters as the scale and 

volume of damage done will be reduced. 

 If the extremes in climate related events increase marginally, losses due to it are 

expected to rise exponentially making investments in DRI even more important. 

Challenges in achieving DRI: 

 Lack of comprehensive regulatory framework and technical expertise related to 

building a disaster resilient infrastructure. 

 Rapid urbanisation and unplanned development of cities have created urban slums 

and unauthorized colonies. Relocating them without much social disruption is a 

huge challenge. 

 Substantial amount of funds will be required in relocating existing vulnerable 

structures, enforcing resilient building codes and standards, use of hazard resilient 

designs, specifications, construction methods, materials and technologies. 

 Inadequate financial and technical capacity of urban local bodies and lack of 

qualified human resources on disaster risk reduction (DRR). 

 Data on past hazard patterns is often spatially and temporally uneven hindering 

analysis and predictions. Also, Climate Change is making the past data less of a 

guide. 
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 Corruption and unlawful activities in construction sector overrule the planning 

regulations and approval systems. 

Ways to mainstream DRI in development paradigm: 

 To ensure optimal resilience in new infrastructure, standards for design and risk 

management practices have to keep pace with the evolving understanding of natural 

hazards, as well as advancements in engineering technologies. 

 National frameworks for design and construction standards need to be strengthened 

through better regulation, state-of-the-art technology and innovation. 

 Assessing disaster risk to infrastructure requires good, time-series data on past 

hazards patterns (e.g. wind speeds, high flood levels) and capability to analyse this 

data to generate probabilistic risk assessments that can guide investment in disaster 

resilient infrastructure. 

 Reconstruction and recovery in infrastructure sectors must follow the “Build Back 

Better” principle not only for the structural design of the infrastructure but also in 

terms of management systems around it. 

 Developing disaster risk financing strategies at the national, sub-national and local 

levels. These could include budget reserve funds as well as disaster risk transfer 

instruments like catastrophic bonds. 

India maintains that a ‘disaster resilient world’ requires a ‘disaster resilient infrastructure’ 

and therefore is playing a pivotal role in establishing a Coalition for Disaster Resilient 

Infrastructure (CDRI) as a knowledge exchange and capacity development partnership. 

9. Money Laundering as a socio economic offence is a menace especially for 

developing countries like India. Comment. What measures have been taken at the 

domestic and international levels to deal with this menace? (12 marks) 

Money Laundering is the method by which criminals disguise the illegal origins of their 

wealth and protect their asset bases, so as to avoid the suspicion of law enforcement 

agencies and prevent leaving a trail of incriminating evidence.  

It is done through various measures such as misinvoicing of trade, using tax havens, shell 

companies etc. According to estimates by an IMF study, the quantum of money laundered is 

approximately 2-5 % of global GDP. 

Money laundering as a socio-economic offence: 

 Weakens social fabric: Money laundering gives impetus to criminal activities, like 

smuggling, corruption, drug trafficking, tax evasion, insider trading etc. and leads to 

deterioration of collective ethical standards, threatening the peace and prosperity of 

the society. 

 Undermines democracy and rule of law: It transfers purchasing power and market 

dominance in the hands of the criminal elements which can acquire control of large 

sectors of the economy through investment, or offer bribes to public officials and 

governments. 
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 Undermines welfarism: Laundering for reasons such as tax evasion leads to 

diversion of the resources, which could have been used by the government to 

further the implementation of welfare schemes for citizens. 

 Affects economy and its development: It undermines the integrity of the financial 

markets of the nation and the associated criminal activities leads to loss of revenue, 

economic distortion and instability in the market. The perception of increased risk 

also keeps investors at distance. 

It is a menace especially for developing countries like India as: 

 Developing countries are more exposed and vulnerable to exploits of money 

laundering due to lax regulatory and legal environment, lack of transparency, weak 

corporate governance and vulnerable financial systems along with persistent civil 

and political unrest - a common feature of developing countries. 

 Social evil of poverty also makes the population susceptible to laundering activities. 

 Further, the government has an enhanced burden to ensure productivity for its 

impoverished by diversion of precious resources. Illicit flows reduce the chances of 

success of these domestic resource mobilization initiatives. 

 Since money laundering is not only a law enforcement problem but a serious 

national and international security threat, various actions have been taken at both 

the levels. 

At National level 

 Legislative measures: Enactment of anti-money laundering laws like prevention of 

money laundering Act 2002 (amended in 2012) to help financial institutions in 

protecting our economy as well as acts such as Black Money Act, 2015, Benami 

Transactions Act, Foreign exchange management Act etc. 

 Establishment of various regulators and enforcement agencies such as Financial 

Intelligence Unit, Directorate of Enforcement etc. 

 Transparency norms: RBI has introduced stricter KYC norms and also made it 

applicable for mobile wallets etc. 

 International agreements: The Government of India has entered into Double 

Taxation Avoidance Agreements (DTAAs), to enable exchange of information 

pertaining to money laundering as well as Advanced Pricing Agreements to avoid tax 

evasion and generation of black money. 

 Strict monitoring by SEBI: The Foreign Portfolio Investors (FPIs) which issue 

Participatory Notes need to follow stricter norms of monthly reporting. 

At Global level 

 Blacklisting of countries by Financial Action Task Force, which it judges to be non-

cooperative in the global fight against money laundering and terrorist financing. 

 Automatic Exchange of Financial Information by many countries as part of the OECD 

initiative. 
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 Base Erosion and Profit Shifting (BEPS) initiative, under which the countries have 

agreed to take necessary measures, requiring their large MNCs to provide reporting 

on revenues, profits, losses, sales, taxes paid etc. 

 United Nations Convention against Illicit Trafficking in Drugs and Psychotropic 

Substances also known as Vienna Convention requires States to establish money 

laundering as a criminal offence. 

To combat the menace of money laundering, other measures such as introduction of plastic 

money, sensitization of the masses about the nuances of the crime for early detection of the 

crime can be undertaken to prevent its adverse effect on the socio-economic growth of the 

country. 

10. The primary motive of terrorism differs from that of organised crime but there 

exists a symbiotic relationship between the two. Discuss. (12 marks) 

In absence of any universally defined definition, a terrorist group in general is a militant, 

usually non- state organization with concrete political goals which uses tools of 

demonstrative violence to achieve those goals. 

While terrorism involves crimes committed with the objective of intimidating a population 

or compelling a government or international organization with a view to achieving political 

or social objectives, organized crime, on the other hand, seeks to obtain a financial or other 

material benefit, whereas power and control can be secondary motives. Organized crime can 

involve violence and coercion, but the objective in organized crime remains profit. 

Despite the differences, they are bonded by common operational characteristics and often 

depend on each other for crucial resources viz.: 

Terrorist groups utilizing networks of organized crime 

 Access to financial resources for terrorist attacks. For example, Taliban’s 

dependence on drug trafficking. 

 Independence from state sponsorship. For example, the main source of income for 

terrorist groups in Pakistan, Central Asia, Africa and Latin America is smuggling and 

trading of narcotics especially heroin. So even when State sponsorship is cut off, 

these terrorist organizations may sustain using the network of organized crimes. 

 Possibility of building up economic power, compensating for lack of public support. 

For example, ISIS occupied vast areas in Iraq and Syria, controlling oil and gas 

reserves, banks, antiquities, and cultural heritage as well as the capital of the people 

of these areas. 

 Access to specialist skills (e.g. money laundering or forging travel documents). Fake 

passports and forged I.D.s may be used to plan terrorist attacks in foreign states. 

 Facilitation in cross-border movements (use of smuggling and human trafficking 

routes). 

 Coming into contact with a wider range of potential recruits who are already 

outlaws. 

 Access to arms and ammunition using the networks of illegal arms traffickers. 
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Organized criminal groups benefit from terrorist groups as: 

 They utilize their military skills and obtain protection for illicit drug cultivation or 

trafficking in areas under guerrilla/terrorist control. 

 Terrorist destabilization of political and economic structures may create favorable 

environments for organized crime activities. 

 Alliance with terrorists might provide an extra degree of ‘intimidation’, leading, for 

instance, to higher ransom payments for kidnapping victims. 

 The difficulties for violent extremist offenders to re-enter the society, make them 

potential targets for recruitment to the organized crime groups. 

A multi-dimensional approach is required to tackle this nexus which must include adequate 

training and use of data analytics and artificial intelligence monitoring tools to monitor 

socially harmful developments. Further, soft power approaches like community policing and 

situational crime prevention are important in intercepting in a pro-active way those 

individuals who may join violent organisations - whether criminal, terrorist or hybrid. 

 


